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How Companies Are Using Blockchain Technology To Improve Their Supply Chain 

 

As an introduction to blockchain and as a reference point for information you will read 
in this e-book, here is a quick breakdown of what blockchain is and the five 
characteristics that make it unique. 

In short, a blockchain is a peer-to-peer distributed ledger technology that securely 
and immutably records transactions between parties in blocks. In its essence, 
blockchain provides a trusted, accountable, and transparent environment where 
intermediaries who were historically necessary to validate and record transactions 
are no longer needed. 

 

1.1 Shared Ledger 
First and foremost, the blockchain is a shared (distributed) and decentralized ledger. 
This is arguably the biggest idea behind blockchain, the idea that makes it different 
from databases or regular ledgers. On a shared ledger your company’s data doesn’t 
sit in one place. Rather, there are thousands of secure copies of that  data on different 
computers (nodes) around the world. This increases the security of your data as it is 
far easier to hack a centralized ledger that only has one copy of your data than 
thousands of copies of a shared ledger.  

If your company requires decentralized information then blockchain is usually a more 
efficient and less expensive than traditional databases since your business doesn’t 
have to rely on intermediaries to record and track transactions as well as maintaining 
the integrity of the transaction data. The key characteristic that makes blockchain 
different from traditional databases is the combination of distribution, 
decentralization, and a consensus mechanism.  

For example, let’s say Anvils Unlimited contested an order of 100 anvils for $1,000 
from Acme Incorporated. Anvils says the order cost is really $10,000 and Acme owes 
them $9,000. If anyone checked the block on the blockchain that represented the 
Anvils Unlimited/Acme transaction they would see that 999 computers have copies 
of Acme’s order of 100 anvils for $1,000 from Anvils Unlimited. If Anvils Unlimited is 
the only side that says the amount of the transfer is different from what everyone else 
has, there’s a good chance Anvils is incorrect or, worse, a malicious actor. That’s the 
power of a distributed ledger.  
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Source: DHL 

1.2 Permission 
Not all blockchains are the same. Some blockchains are permissioned and some 
are permissionless.  

Permissionless blockchains allow anyone to participate in them. This makes sense for 
Bitcoin and Ethereum, two cryptocurrencies that individual consumers want to 
participate in and trade with. While permissionless blockchain are theoretically more 
secure because there are more ledgers out there to confirm or deny claims, 
permissionless blockchains are also subject to more malicious actors entering the 
network and causing havoc because they are open and have no vetting process. 

Conversely, a permissioned blockchain requires those who want to participate in a 
transaction to get permission to do so first. Permissioned blockchains assign a unique 
identifier to each participant which allows a business to set specific policies and rules 
for transaction details and data access.  

For instance, if Acme Incorporated and Anvils Unlimited are recording their 
transactions on a permissioned blockchain they don’t want Noisy Blinky Toys Inc. who 
have nothing to do with their business butting in on their permissioned blockchain.  

As you can imagine, permissioned blockchains are less susceptible to malicious 
actors because they are not open and require permissions. 

While there are less total participants involved in a permissioned blockchain, it is less 
secure than permissionless blockchain because there are fewer copies of the 
transaction out in the world. On the other hand, it runs faster as there are less nodes 
to validate for a given transaction. 

 

https://en.wikipedia.org/wiki/Cryptocurrency
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1.3 Cryptography 
In addition to the security that comes 
from the distributed ledger, blockchain 
technology uses cryptography to add 
another higher level of security. 
Cryptography is a fancy word for a 
coded message. It’s like a decoder ring 
but much longer and far more difficult 
to crack. Cryptography is also used to 
ensure that past records cannot be 
tampered with. 

Blockchain cryptography uses the data 
your company puts onto the 
blockchain as an input and outputs a 
hash. Typically, a hash is 64 characters 
long or 16 times longer than that 
password you most likely use on your 
phone. As of this writing, no one has 
ever hacked a blockchain hash.  

Each block on the blockchain – that is, each transaction recorded on the ledger – is 
connected to the blocks that precede and follow it with a 256 bit hash that is 64 
characters long. According to howsecureismypassword.net, it would take a computer 
2 googol years to break a 64 character password. How long is a googol year? One 
googol year is equal to 10,000,000,000,000,000,000,000,000,000,000,000,000,000, 
000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000
,000 years. 

Another important element about the structure of a block is the Merkle root which is 
the hash of all the hashes of all the transactions in that specific block. 

 

 

 

 

 

 

http://howsecureismypassword.net/
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1.4 Consensus 
In the context of blockchain, consensus means that two or more parties agree on the 
correct state of data on the system and synchronize the data on 

 

Source: Network World 

on the blockchain. This means each copy of the shared ledger will have the exact 
same data.  

Without consensus, deals and transactions fall apart and are not saved to the 
blockchain because they are never agreed upon. Specifically, this means that the 
participants cannot agree to a truth.  

 

For instance, Acme claims to have bought 500 anvils from Anvils Unlimited for $1,000 
on April 10, 2018 while Anvils Unlimited claims they only received $900. If the two 
sides of the transaction cannot reach consensus there is no deal and nothing is added 
to the blockchain.   

In more layman’s terms, consensus serves to help two or more parties that don’t trust 
each other to trust each other. How do consensus algorithms do this? They build trust 
between parties by establishing trust in how the data between them is handled and 
committed to the blockchain. If the data and how it is recorded cannot be gamed by 
either party or any malicious actors then the transaction parties should trust the 
process, each other, and the results. 

Trustworthy consensus is one of the main reasons the blockchain exists. How often 
have you struck a deal and done your part only for the other party to fail to do theirs, 
to question the terms of the deal, or reneg on their responsibilities? These are the 
kinds of problems that blockchains and consensus solve.  
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That being said, there are different ways to achieve consensus. Specifically, there are 
different consensus algorithms. Examples of enterprise blockchain consensus 
algorithms include: 

Proof of Work (aka mining) which requires network users to resolve a complex 
mathematical puzzle with the goal to validate a transaction and create a new block 

Proof of Stake which selects the creator of the next block based on several stake 
related factors such wealth and age 

Practical Byzantine Fault Tolerance which achieves consensus as a result of a 
minimum number of other nodes in the network ratifying the new block 

Proof of Elapsed Time which is a hybrid of a random lottery and first-come-first-
serve basis 

Proof of Authority which requires sign-off by a majority of designated nodes for a 
block to be created 

As of this writing, there is no industry-wide best practice when it comes to consensus 
algorithms which is an issue. It’s an issue because depending on which one you 
choose or have to work with, you will have to deal with different sets of pros and cons.  

 

1.5 Smart Contracts 
Contracts, whether they are leases, mortgages, loans, or for services, have been 
around a long time. But when something goes wrong and one party fails to perform 
their part of the contract, what happens? Then you have to go back and forth with 
them until they come around. And if they don’t? Then you have to call an attorney or 
a mediator to help persuade them. At that point, you are looking at spending hours 
and thousands of dollars to get the other party to simply execute their half of the 
contract. 

While traditional contracts require both parties to execute their responsibilities, smart 
contracts self-execute predefined actions when specific conditions associated with a 
given transaction are met. An easy way to understand smart contract is to view it as 
“programmable money.” 

For example, if you are a landlord your tenants have leases. The smart contract 
contains key data of both parties such as the name, contact information, bank account 
details as well as information about the lease itself including lease amount and 
payment date.  
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When a smart contract self-executes on the pre-defined lease payment date, it 
automatically withdraws funds from the tenant’s bank account and deposits the funds 
into your account. This saves you the monthly rental statements in advance, of 
reminding the tenant to pay, and from hounding the tenant once the late date has 
passed, never mind eviction notices, court dates, and attorney’s fees.  

What do smart contracts have to do with the blockchain? Smart contracts are kept on 
the blockchain and are executed automatically when a transaction is processed. And 
because data on the blockchain is immutable – cannot be changed or manipulated 
by anyone – smart contracts, once agreed upon, should help build trust between all 
parties as neither side can play with the contract or its terms.  
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A growing number of companies around the world have been experimenting with 
blockchain technology to address logistics challenges in order to improve their 
supply chain processes. We have selected five companies who have successfully 
implemented blockchain technology into their supply chain. 

 

2.1 Walmart 

 

It was recently announced that Walmart has been working on a pilot strategy with 
IBM to incorporate blockchain technology by the end of 2018. Walmart intends to use 
IBM’s blockchain platform to identify food products in the supply chain and track 
them from farm to customer. In other words, Walmart blockchain pilot will help to 
increase the transparency of the company’s fulfillment process. 

Back in 2017, Walmart and IBM announced they would “work together” to create a 
method of “collecting data about the origin, safety and authenticity of food” using 
blockchain technology. For some time, the supply chain industry has been plagued 
by a lack of transparency. Companies dealing with organic produce find it very 
difficult to monitor the quality of food provided to the customer. 

 

https://businessblockchainhq.com/blockchain-fundamentals/
https://www-03.ibm.com/press/us/en/pressrelease/53487.wss
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Through the use of blockchain technology, Walmart will not only be able to check 
how efficient their supply lines are, but will also be able to locate and recall low 
quality produce quickly. In the past, Walmart has used IBM’s blockchain platform to 
trace food to its original source within two seconds. The use of blockchain has 
increased the efficiency of the supply chain massively. 

Without blockchain the process of tracing food to its original source could easily take 
a few weeks. Though the adoption of blockchain is in its infancy in the supply chain 
industry, its widespread adoption could streamline the fulfillment process and 
improve the quality of end products supplied to the customer. 

Walmart blockchain initiative comes as part of a wider transition towards the adoption 
of blockchain technology across multiple industries. Juniper Research’s Enterprise 
Survey indicates that around two thirds of large corporations will be using blockchain 
by the end of 2018. Many of those will follow Walmart’s lead and aim to increase the 
quality of their products via the supply chain. 

As more large companies like Walmart adopt blockchain technology to monitor their 
supply lines we can only expect more organizations to follow suit. The complexity of 
the supply chain has remained problematic for quality control for quite some time. In 
future, companies will be able to use blockchain not just to give customers better 
products, but healthier ones too. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.clickz.com/brands-blockchain/209093/
https://www.clickz.com/brands-blockchain/209093/
https://www.juniperresearch.com/resources/infographics/blockchain-enterprise-survey-august-2017
https://www.juniperresearch.com/resources/infographics/blockchain-enterprise-survey-august-2017
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2.2 BMW  

 

The revolutionary emergence of blockchain technology has seen a lot of industries 
being subjected to the technology, the automobile industry is not exempt from this 
disruptive tech. For instance, auto giant BMW has partnered with Circulor, a London-
based blockchain startup company. This move is in a bid to leverage blockchain 
technology in tracking cobalt sourcing and ensuring they only get clean cobalt for 
their electric car batteries. 

While this partnership would not be the first attempt at blockchain technology 
collaboration in the automobile industry, with Porsche already said to have 
successfully implemented blockchain technology. However, if BMW’s new 
partnership is successful, it will be a game changer on a global scale when it comes 
to supply chain ethics using a distributed ledger platform. 

 

BMW’s Move for Ethical Sourcing 
The underlying problem with cobalt sourcing in the present day is the fact that a large 
percentage of cobalt comes from unregulated mines. 

The Democratic Republic of Congo is responsible for two-thirds of the world’s cobalt 
supply with the use of child miners being a negative mainstay with UNICEF reporting 
in 2014 that there are over 40,000 child miners in the African nation’s southern region. 

BMW moves to curtail this and ensure their cobalt sourcing is void of child miners’ 
participation. 

 

https://www.reuters.com/article/us-mining-bmw-blockchain/uk-firm-pilots-using-blockchain-to-help-bmw-source-ethical-cobalt-idUSKBN1GH2UP
https://cointelegraph.com/news/porsche-first-to-test-blockchain-technology-for-cars
https://cointelegraph.com/news/porsche-first-to-test-blockchain-technology-for-cars
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Enter Circulor! 
Circulor is a new tech startup fully focused on leveraging blockchain technology to 
improve provenance within complex supply chains. 

The London-based company is looking to create distributed applications aimed at 
proving provenance in complex supply chain systems, enhancing supply chain 
efficiency while reducing counter-party risk exposure. 

According to the London-based startup’s CEO, Douglas Johnson-Poensgen, 
blockchain technology can help achieve this. It is believed the technology can be 
used in tracking the journey of cobalt throughout the complex global supply chain. 

This can be achieved using a barcode which tracks cobalt sourcing through the main 
stages of BMW’s supply chain ensuring the auto giant’s cobalt sourcing is ethical with 
the added benefit of a potential reduction in regulatory compliance costs. 

With blockchain technology offering consensus and detailed provenance data within 
the supply chain of cobalt, the possibilities of a successful BMW-Circulor 
collaboration as well as implementation and test of their proof of concept is quite 
promising. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.circulor.com/technology
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2.3 Fed Ex & UPS 

 

At the start of this year, it was announced that FedEx, one of the leading global 
logistics companies would be joining the Blockchain in Transport Alliance (BiTA). BiTA 
is a standards organization aiming to create a uniform and industry specific 
application of blockchain technology for the supply chain sector. Ever since FedEx 
fell victim to a cyber attack last year, they have been moving towards embracing 
disruptive technology like blockchain. For the supply chain sector, blockchain offers 
a well-needed revamp. 

As Robert Carter, CIO of FedEx comments, “we definitely believe that blockchain 
represents a significant opportunity in the custodial control and chain of control for 
supply chain shipments”. FedEx hopes that blockchain will optimize the delivery 
process and increase the speed of dispute revolution. The FedEx IT team is actually 
running a blockchain pilot on the latter use case to allow companies both upstream 
and downstream of the carrier to communicate back in a common language and data 
structure. 

Currently, the logistics industry is in an uncertain spot. The supply chain industry is 
plagued with inefficiency and is facing growing fraud, which is driving up costs for 
carriers and consumers alike. By deploying blockchain technology companies like 
FedEx are aiming to minimize their operational costs and improve the standard of 
service provided to the end customer. 

FedEx is not alone in their mission either. A few months ago UPS announced they 
were joining BiTA to help implement their own blockchain solution. The logistics 
sector is starting to put its hopes on the digital transformation of blockchain in order 
to address the challenges it is currently facing. 

 

https://www.freightwaves.com/news/fedex-bita-blockchain-logistics-plans?rq=fedex
https://businessblockchainhq.com/business-blockchain-news/blockchain-supply-chain-trucking-industry/
https://businessblockchainhq.com/blockchain-fundamentals/
https://beta.techcrunch.com/2017/12/15/ups-bets-on-blockchain-as-the-future-of-the-trillion-dollar-shipping-industry/
https://beta.techcrunch.com/2017/12/15/ups-bets-on-blockchain-as-the-future-of-the-trillion-dollar-shipping-industry/


 

    

 14 

 

How Companies Are Using Blockchain Technology To Improve Their Supply Chain 

Supply chain blockchain pilots are emerging because the underlying technology 
offers to bring transparency to the supply process. As a distributed ledger, blockchain 
can accurately track transactions and data transfers from the source right to their end 
location. This means a blockchain platform could monitor goods from supplier to end 
customer including all the intermediaries involved in the value chain. 

The more transparent the supply process is, the better organizations can tailor their 
internal processes towards productivity. In addition to improved productivity, the 
verification process built into the blockchain helps to protect against outside 
interference and security threats that can be expensive to mitigate and can affect the 
company reputation. 

As more and more big names like FedEx and UPS start to display their interest in 
blockchain, we can only expect the wider community to become more receptive too. 
Ultimately process inefficiency is a major paint point for the industry, and if blockchain 
is proved to address it, its popularity will soar and more businesses will adopt this 
technology. 
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2.4 De Beers 

 

Over the past decade, the diamond industry has come under a lot of scrutiny for the 
usage of conflict diamonds. Many companies have found it extremely difficult to 
separate conflict diamonds from those obtained from natural mining. Recently, De 
Beers Group announced that they would be deploying blockchain technology to help 
track diamonds from the ground to the customer. 

De Beers blockchain project aims to ensure that all their diamonds are conflict-free. 
Conflict diamonds are generally sold in order to finance widespread violence and war, 
so limiting their usage will help to reduce their demand. The pilot will be the first of 
its kind where diamonds are tracked all the way from the mining process to the high 
street. This will allow diamond suppliers to verify the integrity of their diamonds 
before they hit the market. 

As CEO Bruce Cleaver comments: 

“by leveraging blockchain technology, we will provide an additional layer of 
assurance to consumers and industry participants with every diamond registered on 
the platform having a record as everlasting as the diamond itself.” 

In other words, De Beers blockchain will be used to show customers that all of its 
products are ethically sourced. 

However, in addition to ensuring that all diamonds are ethically sourced, blockchain 
technology will also ensure the process is efficient as well. Taking a diamond from 
the ground to supplier, to retailer and customer is incredibly complex. Using 
blockchain technology will help to shine light on where the process could be 
improved to boost efficiency. 

https://www.reuters.com/article/us-anglo-debeers-blockchain/de-beers-turns-to-blockchain-to-guarantee-diamond-purity-idUSKBN1F51HV
https://www.reuters.com/article/us-anglo-debeers-blockchain/de-beers-turns-to-blockchain-to-guarantee-diamond-purity-idUSKBN1F51HV
https://businessblockchainhq.com/blockchain-fundamentals/
https://www.debeersgroup.com/en/news/company-news/company-news/de-beers-group-progresses-development-of-first-blockchain-initia.html
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All the companies involved in De Beers value chain will use the blockchain, and the 
public ledger technology would be available to everyone in the industry. 

Right now the initiative is in development, but the successful implementation of 
blockchain technology would have massive implications for the entire diamond 
industry. Blockchain would not only reduce the sale of conflict diamonds but help 
companies to manage their supply chains more effectively. 

In the diamond industry, customers need to have faith in the integrity of retailers in 
order to buy. It is currently extremely difficult for suppliers and retailers to identify 
conflict diamonds circulating in the market. Using blockchain technology will ensure 
that these problematic items do not slip through the net and finance atrocities. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.diamondblockchaininitiative.com/
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2.5 Carrefour 

 

In the intensely competitive retail market, it seems one of the best ways to win over 
market share from rivals is to pump new life into the supply chain. Carrefour, one of 
Europe’s largest retailers, has recognized this strategy and is now 
adopting blockchain to track its supply chain and provide more transparency about 
the source of food that customers purchase.  

The France-based company has said its blockchain solution will be rolled out in eight 
of its new product lines, starting with chicken and expanding it further to include 
honey, cheese, and some vegetables. The implementation of this blockchain tool, 
according to the company, will help its customers in France trace the journey of their 
food besides ensuring that higher standards of food safety are met. 

Explaining the decision to use blockchain, Carrefour’s general secretary and head of 
food and quality, Laurent Vallee said such implementation would “guarantee 
complete transparency” and that it will help with “traceability of our products”. 
Carrefour blockchain-powered system to offer complete product traceability by 
tracking the activity of every participant of the supply chain—from producers to 
processors to distributors. 

Blockchain, the distributed ledger technology that underpins cryptocurrency like 
Bitcoin and Ethereum, can be very helpful for supply chain.  It not only creates and 
maintains an incorruptible record of each item data, but such information can be 
securely and easily stored and shared between parties. 

 

 

https://businessblockchainhq.com/blockchain-fundamentals/
http://www.carrefour.com/current-news/carrefour-launches-europes-first-food-blockchain-and-plans-to-extend-the-technology-to
http://www.carrefour.com/current-news/carrefour-launches-europes-first-food-blockchain-and-plans-to-extend-the-technology-to
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Information about the products, such as where the chickens were raised, the diet and 
the locations of the slaughter will be provided by the producers and processors and 
sent along to the store so that customers can review it. Customers, therefore, will be 
able to find this useful information when they scan a QR code on the product 
packaging using their smartphones. 

It’s no secret that today’s consumers have an increasing need for transparency, 
perhaps fueled by the rise of the organic movement. Indeed, grocery shoppers are 
taking more interest in the quality of the produce they purchase by trying to learn 
more about the origin of the goods than the details provided on the 
labels. Carrefour is hoping to yield more sales from the health-conscious customers, 
who tend to have a high appetite for transparency. 

While Carrefour blockchain initiative is among the first projects to help increase 
transparency in a company’s supply chain, other retailers have ventured into similar 
projects. Earlier this year, Walmart, the US retail giant, announced an expansion of 
their partnership with IBM due to the success of their initial project feature that allows 
customers to trace sources of their foods. Being able to trace pork shipments back to 
China and fresh mangoes back to their domestic sources in the US, allows Walmart 
to manage its supply chain more efficiently and streamline its restocking process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.carrefour.com/
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Business Blockchain HQ provides high quality content and research on blockchain 
technology for business professionals. 

Our website offers: 

1. the latest blockchain news in supply chain, finance, automotive, energy, and 
technology industries 

2. a bi-weekly newsletter to get the most recent blockchain news directly in your 
inbox 

3. educational modules to help you easily understand blockchain technology and 
how it can benefit your business  

4. a solution directory to help you identify the right blockchain solution for your 
company use case 

5. a listing of leading consulting companies that can help you during your 
blockchain journey 

6. a blockchain job board 

 

 

Visit our site today at 

https://businessblockchainhq.com. 

 
 

 

https://businessblockchainhq.com/
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