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As an introduction to blockchain and as a reference point for information you will read 
in this e-book, here is a quick breakdown of what blockchain is and the five 
characteristics that make it unique. 

In short, a blockchain is a peer-to-peer distributed ledger technology that securely 
and immutably records transactions between parties in blocks. In its essence, 
blockchain provides a trusted, accountable, and transparent environment where 
intermediaries who were historically necessary to validate and record transactions 
are no longer needed. 

 

1.1 Shared Ledger 
First and foremost, the blockchain is a shared (distributed) and decentralized ledger. 
This is arguably the biggest idea behind blockchain, the idea that makes it different 
from databases or regular ledgers. On a shared ledger your company’s data doesn’t 
sit in one place. Rather, there are thousands of secure copies of that  data on different 
computers (nodes) around the world. This increases the security of your data as it is 
far easier to hack a centralized ledger that only has one copy of your data than 
thousands of copies of a shared ledger.  

If your company requires decentralized information then blockchain is usually a more 
efficient and less expensive than traditional databases since your business doesn’t 
have to rely on intermediaries to record and track transactions as well as maintaining 
the integrity of the transaction data. The key characteristic that makes blockchain 
different from traditional databases is the combination of distribution, 
decentralization, and a consensus mechanism.  

For example, let’s say Anvils Unlimited contested an order of 100 anvils for $1,000 
from Acme Incorporated. Anvils says the order cost is really $10,000 and Acme owes 
them $9,000. If anyone checked the block on the blockchain that represented the 
Anvils Unlimited/Acme transaction they would see that 999 computers have copies 
of Acme’s order of 100 anvils for $1,000 from Anvils Unlimited. If Anvils Unlimited is 
the only side that says the amount of the transfer is different from what everyone else 
has, there’s a good chance Anvils is incorrect or, worse, a malicious actor. That’s the 
power of a distributed ledger.  
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Source: DHL 

1.2 Permission 
Not all blockchains are the same. 
Some blockchains are permissioned 
and some are permissionless.  

Permissionless blockchains allow 
anyone to participate in them. This 
makes sense for Bitcoin and Ethereum, 
two cryptocurrencies that individual 
consumers want to participate in and 
trade with. While permissionless 
blockchain are theoretically more 
secure because there are more 
ledgers out there to confirm or deny 
claims, permissionless blockchains are 
also subject to more malicious actors 
entering the network and causing 
havoc because they are open and have 
no vetting process. 

Conversely, a permissioned blockchain requires those who want to participate in a 
transaction to get permission to do so first. Permissioned blockchains assign a unique 
identifier to each participant which allows a business to set specific policies and rules 
for transaction details and data access.  
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For instance, if Acme Incorporated and Anvils Unlimited are recording their 
transactions on a permissioned blockchain they don’t want Noisy Blinky Toys Inc. who 
have nothing to do with their business butting in on their permissioned blockchain.  

As you can imagine, permissioned blockchains are less susceptible to malicious 
actors because they are not open and require permissions. 

While there are less total participants involved in a permissioned blockchain, it is less 
secure than permissionless blockchain because there are fewer copies of the 
transaction out in the world. On the other hand, it runs faster as there are less nodes 
to validate for a given transaction. 

 

1.3 Cryptography 
In addition to the security that comes from the distributed ledger, blockchain 
technology uses cryptography to add another higher level of security. Cryptography 
is a fancy word for a coded message. It’s like a decoder ring but much longer and far 
more difficult to crack. Cryptography is also used to ensure that past records cannot 
be tampered with. 

Blockchain cryptography uses the data your company puts onto the blockchain as an 
input and outputs a hash. Typically, a hash is 64 characters long or 16 times longer 
than that password you most likely use on your phone. As of this writing, no one has 
ever hacked a blockchain hash.  

Each block on the blockchain – that is, each transaction recorded on the ledger – is 
connected to the blocks that precede and follow it with a 256 bit hash that is 64 
characters long. According to howsecureismypassword.net, it would take a computer 
2 googol years to break a 64 character password. How long is a googol year? One 
googol year is equal to 10,000,000,000,000,000,000,000,000,000,000,000,000,000, 
000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000
,000 years. 

Another important element about the structure of a block is the Merkle root which is 
the hash of all the hashes of all the transactions in that specific block. 
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Source: Network World 

1.4 Consensus 
In the context of blockchain, consensus means that two or more parties agree on the 
correct state of data on the system and synchronize the data on on the blockchain. 
This means each copy of the shared ledger will have the exact same data.  

Without consensus, deals and transactions fall apart and are not saved to the 
blockchain because they are never agreed upon. Specifically, this means that the 
participants cannot agree to a truth.  

For instance, Acme claims to have bought 500 anvils from Anvils Unlimited for $1,000 
on April 10, 2018 while Anvils Unlimited claims they only received $900. If the two 
sides of the transaction cannot reach consensus there is no deal and nothing is added 
to the blockchain.   

In more layman’s terms, consensus serves to help two or more parties that don’t trust 
each other to trust each other. How do consensus algorithms do this? They build trust 
between parties by establishing trust in how the data between them is handled and 
committed to the blockchain. If the data and how it is recorded cannot be gamed by 
either party or any malicious actors then the transaction parties should trust the 
process, each other, and the results. 

Trustworthy consensus is one of the main reasons the blockchain exists. How often 
have you struck a deal and done your part only for the other party to fail to do theirs, 
to question the terms of the deal, or reneg on their responsibilities? These are the 
kinds of problems that blockchains and consensus solve.  
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That being said, there are different ways to achieve consensus. Specifically, there are 
different consensus algorithms. Examples of enterprise blockchain consensus 
algorithms include: 

Proof of Work (aka mining) which requires network users to resolve a complex 
mathematical puzzle with the goal to validate a transaction and create a new block 

Proof of Stake which selects the creator of the next block based on several stake 
related factors such wealth and age 

Practical Byzantine Fault Tolerance which achieves consensus as a result of a 
minimum number of other nodes in the network ratifying the new block 

Proof of Elapsed Time which is a hybrid of a random lottery and first-come-first-
serve basis 

Proof of Authority which requires sign-off by a majority of designated nodes for a 
block to be created 

As of this writing, there is no industry-wide best practice when it comes to consensus 
algorithms which is an issue. It’s an issue because depending on which one you 
choose or have to work with, you will have to deal with different sets of pros and cons.  

 

1.5 Smart Contracts 
Contracts, whether they are leases, mortgages, loans, or for services, have been 
around a long time. But when something goes wrong and one party fails to perform 
their part of the contract, what happens? Then you have to go back and forth with 
them until they come around. And if they don’t? Then you have to call an attorney or 
a mediator to help persuade them. At that point, you are looking at spending hours 
and thousands of dollars to get the other party to simply execute their half of the 
contract. 

While traditional contracts require both parties to execute their responsibilities, smart 
contracts self-execute predefined actions when specific conditions associated with a 
given transaction are met. An easy way to understand smart contract is to view it as 
“programmable money.” 

For example, if you are a landlord your tenants have leases. The smart contract 
contains key data of both parties such as the name, contact information, bank account 
details as well as information about the lease itself including lease amount and 
payment date.  
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When a smart contract self-executes on the pre-defined lease payment date, it 
automatically withdraws funds from the tenant’s bank account and deposits the funds 
into your account. This saves you the monthly rental statements in advance, of 
reminding the tenant to pay, and from hounding the tenant once the late date has 
passed, never mind eviction notices, court dates, and attorney’s fees.  

What do smart contracts have to do with the blockchain? Smart contracts are kept on 
the blockchain and are executed automatically when a transaction is processed. And 
because data on the blockchain is immutable – cannot be changed or manipulated 
by anyone – smart contracts, once agreed upon, should help build trust between all 
parties as neither side can play with the contract or its terms.  
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The blockchain has the potential to impact your business in a number of different 
ways and in varying degrees. Here is a quick overview with some examples: 

◉ Time Savings: Right now the time it takes to process financial transactions can 
take anywhere from hours to days or longer. Working on the blockchain makes 
financial transaction instantaneous. Similarly, transaction reconciliation and 
auditing are very time consuming but these processes can be considerably 
streamlined with blockchain technology.  There is also time savings from only 
having to input data one time in one place for all stakeholders to see as 
opposed to all parties repeating this task in their own databases. 

◉ Security: Thanks to blockchain's strong cryptographic roots that cannot be 
reverse-engineered, information on the blockchain is the safest form of digital 
information. This heightened level of encryption makes information on the 
blockchain far safer than information in a shared database. 

◉ Continuity (does not rely on a single entity): Unlike a lot of business 
transactions which may require a bank or another centralized entity that may 
or may not be in business ten years from now, business on the blockchain 
provides greater business continuity as thousands of copies of transactions 
exist digitally for eternity as long as your company keeps its blockchain active 
and operational. 

◉ Transparency: Depending on how you set up your blockchain, information 
about your business transactions can be made transparent to the general 
public or to just those you are working with for a specific project or deal. This 
specific degree of transparency allows for better communication between 
partners as they all see the same information at the same time. 

◉ Immutability: If your business or industry has to deal with shady characters 
who change the rules of a deal or the numbers involved, the blockchain has an 
answer for you: immutability. Immutability means that data on the blockchain 
cannot be changed. Once information is on the blockchain it is there for good 
and cannot be corrupted by a rogue or bad actor. In the rare occurrence that 
erroneous information does get on the blockchain, it can be addressed by all 
members of the chain agreeing to making a change. 
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◉ Accountability: Thanks to consensus algorithms and the blockchain's 
immutability it is easier for business partners who are putting their information 
and transactions on the blockchain to be accountable to each other as there 
are less ways to game the system or be less transparent.  

◉ Privacy: There has been some misconception about the privacy feature of the 
blockchain. Unless your company uses a private blockchain such as Zcash and 
Monero where transactions are private and untraceable or is part of a 
permissioned blockchain where participants are given strict data permission 
access, your business transactions will be public. However, the fact that your 
transactions are not private doesn't mean that your data can be decrypted or 
your physical identity be revealed. Enterprise blockchain platforms offer 
various levels of privacy depending on the industries and use cases that they 
serve. 

◉ Trustless Environment: One of the hardest parts of doing business is trusting 
that your business partners will hold up their end of the deal. That they won’t 
change the rules or reneg on a deal at the last moment. Thanks to the 
blockchain’s consensus algorithms, if all participants trust in the process of how 
information is stored, approved, and shared, then all participants can trust the 
validity of the transactions. This weeds out bad actors and provides for a more 
conducive environment to do business between groups that traditionally 
counted on spending time building relationships between parties before doing 
business. 

◉ Flexible and programmable: One of the most powerful functionalities of 
blockchain technology is the ability to write smart contracts using an existing 
blockchain such as Ethereum. Smart contracts are programmable and can be 
fully customized to align with your business logic, whether it is simple or 
complex. Also, unlike database programs such as Excel that cannot be 
changed or customized, custom enterprise blockchains can be created to fit 
the needs of your business and those you do business with. Blockchain 
programmers and consultants can build your business blockchain from the 
ground up. 

◉ Execution Certainty: When it comes time to execute a contract in real life all 
manner of things can go wrong. One party doesn’t pay on time, they don’t pay 
in full, they don’t pay at all, or you have to call in a mediator or attorney to settle 
the dispute. Self-executing smart contracts on the blockchain avoid these 
issues by automating the processing of transactions to keep your business 
moving. Smart contracts are a way to digitize tedious middlemen situations 
while at the same time making the job of arbitrators and lawyers easier when 
necessary. 
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Around the globe, there is a remarkable increase in activity to leverage the benefits 
of blockchain in the automotive industry as companies are exploring ways to integrate 
blockchain technology into their operations. From tracking and verifying automotive 
parts to streamlining the vehicles supply chain, blockchain could become an essential 
technology across the automotive industry. 

One key element of blockchain is its potential to create a decentralized database to 
capture and store data. That means data such as vehicle registration, car insurance 
records and registry data for identity, can be stored in a secure and incorruptible 
manner. 
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3.1 Streamlining Automotive Maintenance and Supply 
Chain 
Tracking vehicle maintenance and sale history is a time-consuming process. The 
vehicle has to go through a rigorous verification process as the car is checked against 
several third-party databases for insurance, stolen, vehicle conditions, finance, parts 
and so on.  But, with blockchain, this process can be simplified. 

Because a blockchain-based system provides easily verifiable information in real-
time, the possibility of having two systems giving conflicting information is eradicated. 
Greater transparency would be achieved and the time needed to reconcile errors or 
data discrepancies would be eliminated or minimized. As a result, auto dealers, parts 
manufacturers, car repairs and customers would have access to more transparent 
information about the history of their vehicle. 

Notably, French automaker Renault is working on a blockchain solution that will act 
as a ledger for all car maintenance and ownership history in a single location. 

 

3.2 Verifying and Tracking Parts 
One of the major problems car manufacturers face is the infiltration of fake or inferior 
parts in the automotive market. When these fake spare parts quickly fail after being 
installed in cars, the reputation of the auto dealer or car maker is greatly damaged.  
Blockchain technology has the potential to streamline vehicle parts supply chain by 
providing transparency on the origin and integrity of the parts being delivered from 
the original equipment manufacturer (OEM) to the automaker. 

A blockchain-based system could be used to create and record a unique code for 
each and every part along with immutable timestamps from the moment the spare 
part is manufactured. 

That data, which is impossible to erase or change, can be made available to the buyer 
of the vehicle to verify which parts have been replaced and to the service centers of 
car dealerships to check when a part has reached its usage limit. Such a system would 
ensure authenticity, preventing the use of counterfeit parts for repairs and improving 
driver’s safety. 

Consequently, all aspects of the vehicle lifetime including a complete geo-location 
history and parts recall information would be captured and stored in a decentralized 
database for the vehicle’s history. 
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3.3 Car History 
Millions of people struggle every year when they are involved in the process of 
buying a used car and buyers sometimes make costly mistakes when choosing a 
used vehicle. Not only they do not know who the previous owners were but they also 
struggle to find out if the replaced parts are original or if the maintenance service has 
been done in official workshops. Blockchain is in the front in the contender list of 
innovative technology to solve this problem. Tamper-proof digital database solutions 
with all the vehicle data since its production including ownership, service, replaced 
parts, accidents, error logs are being developed and will most likely become a reality 
in a very short period of time. The benefits of this technology are very clear and it will 
definitely contribute to the transparency of the automotive industry. 

Another key area where blockchain can be applied is for the use case of shared 
ownership of vehicles. For example, a blockchain-based digital identity system that 
profiles data of temporary users or partial owners of cars can be used to instantly 
calculate the costs of using a particular car with regard to each individual’s insurance 
rates and preferences as well as mileage. 
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3.4 Toll Payment 
One out-of-the-box use for smart contracts is also on the way. You can already pay 
your tolls automatically as you pass through them, but you still need to spend your 
money on fees for a credit card provider and also the company that manages the 
“automatic” system. Well, with an Ethereum smart-contract you can trigger it as you 
pass through the gate and the payment will be made instantly with great security and 
speed. It is as easy as it sounds and it might be available very soon. 

 

3.5 Digital Interactions 
The K.I.T.T. car might still be science fiction but we will definitely have features that 
will make us believe we can be the next Knight Rider. Communication is vital and on 
the roads it can save lives. Some car blockchain projects are developing interaction 
technologies that will not only make your car communicate with its surroundings but 
also ensure that you have a safer trip. Internet of Things (IoT) sensors are spreading in 
cities that send information about traffic, constructions, damages or even natural 
disasters on the roads which would make your trip much more enjoyable and less 
stressful. Besides this, the ability to communicate with other cars is a true asset and 
can help everyone to enjoy driving. 

 

3.6 Reducing Risks of Hacking on Autonomous Cars 
Gartner Inc projected that 250 million self-driving cars will be on the streets by 2020. 
That means, one in five cars worldwide will have automated driving capabilities and 
some form of wireless network connection by 2020. However, many cybersecurity 
experts and news resources have forecasted that autonomous cars could be 
subjected to fleet-wide hack. 

Luckily, blockchain distributed ledger technology could greatly reduce the risks of 
hacking attacks on smart cars. Rather than have all connected vehicles report back 
to a centralized server, blockchain data is distributed amongst all participants of the 
network. 

A blockchain database is virtually impossible to corrupt or hack, and each participant 
has equal control over the data. Access to the data can be granted to others by each 
participant using key encryption codes. And information in the blockchain system can 
be updated only when all participants validate the transaction to reach consensus. 
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A distinct example of the automotive industry embracing blockchain technology was 
the launch of The Mobility Open Blockchain Initiative (MOBI). The consortium, which 
includes world leading car makers such as Ford, BMW, Bosch, GM and Renault, is 
exploring ways to integrate blockchain into travel solutions in order to make 
transportation safer, more affordable, and more widely accessible. 

In addition to joining MOBI, Ford is pursuing blockchain initiatives on its own as the 
company obtained a patent to develop a blockchain-based car-to-car 
communication system to reduce traffic.  Porsche also recently completed a 
blockchain pilot with German startup, XAIN, to build a mobile app that allows users to 
remotely interact with their vehicle. 

As we have just seen, there are obvious benefits of blockchain in the automotive 
industry. This is just the beginning of deploying blockchain technology in this sector. 
With so many opportunities for blockchain to improve business processes and 
reduce operational challenges, automotive companies as well as consumers could 
certainly benefit from the mainstream adoption of blockchain. 
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Business Blockchain HQ provides high quality content and research on blockchain 
technology for business professionals. 

Our website offers: 

1. the latest blockchain news in supply chain, finance, automotive, energy, and 
technology industries 

2. a bi-weekly newsletter to get the most recent blockchain news directly in your 
inbox 

3. educational modules to help you easily understand blockchain technology and 
how it can benefit your business  

4. Easy to read industry specific e-books 

5. a free service to match companies with blockchain consultants/solution 
providers 

6. a solution directory to help you identify the right blockchain solution for your 
company use case 

7. a listing of leading consulting companies that can help you during your 
blockchain journey 

8. a blockchain job board 

 

 

Visit our site today at 

https://businessblockchainhq.com. 
 

 

https://businessblockchainhq.com/

